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Abstract

Deploying LLM-based analytics agents in enterprise settings requires
evaluation frameworks that reliably detect failures across complex, multi-tool
workflows. We present a three-phase comparative study of three evaluation
frameworks: LLM-as-a-judge response only analysis, LLM-as-a-judge full trace
analysis, and deterministic heuristics. Then applied them to two supply-chain
analytics agents using frozen execution traces, spanning 11,700 evaluations
across stability, known-risk detection, and unknown-risk discovery.

Motivation & Questions

Enterprise teams are deploying analytics agents that run code, invoke tools,
and synthesize critical business insights. Incorrect outputs have direct
operational consequences. Traditional software testing cannot evaluate
agents because LLM outputs are non-deterministic. This research aims to
recommend a viable agent evaluation approach by tacking 3 research

questions:

RQ1 — Stability: how stable are evaluation outputs across repeated runs?
RQ2 — Detection: which framework most reliably detects known failure

modes?

RQ3 — Discovery: which best surfaces unanticipated failures?

Results - Stability (RQ1)

LLM-as-a-Judge frameworks meet the stability bar. 97% of configurations
were stable across 5,605 evaluations. Stability depends on the framework-
model pairing, and deeper evaluation adds variance, so LLM judges fit
iterative development better than strict CI/CD gating.

Figure 1. Within-case std dev by (framework x judge model)

Framework x Model Interaction: Same Model, Different Stability

PromptFoo

Claude
Haiky

Claude

Sonnet 4.6

Qwen3
328

Claude
Haiku

Strands Evals

Faithfulness

Tool Selection
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scores vary more than
text-only due to context
size. We found that, the
more tools the trace-based
LLM judge evaluator had to
analyze the more variance
there was in the score. We
also found that task
complexity is correlated
with score variance more
fore trace based evaluation
than text-based.

This asymmetry follows
from what each framework
observes. A trace-based
judge reasons over an
agent's entire execution
trajectory. As tool count
and analytical complexity
grow, the context
lengthens and each added
step requires additional
reasoning, leaving more
room for evaluations to
shift.
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Figure 2. Within-case std dev by case category
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Results - Detection (RQ2)

Agent trace data access is the differentiator for optimizing precision and
recall. On 72 ground-truth cases, trace-based reaches F1 0.90 at 10% FPR vs
PromptFoo 0.72 (49% FPR) and Agenta 0.63 (100% FPR). Trace-based
evaluation outperforms because it sees the agent's chain of thought and tool

use, allowing the judge

to verify claims against the data the agent really used.

Table 5. Aggregate detection (both agents)

Evaluation
Framework

Trace-Based Judge

o 9 9
(Strands) a2t 1% 090 10%
Text-Based Judge 60% 88% 0.72 49%
(PromptFoo)

Deterministic 46% 100% 0.63 100%

Heuristics (Agenta)

Evaluation harness discover failures humans missed. During testing, there
were 9 true positive test failures initially labeled “pass” during the human
review. However, the trace-data judge correctly identified the failures.

Example:

As a part of the test
case, the agent was
asked to identify

AGENT TRAJECTORY

products and
compute their

Receive question:
count of items +
aggregate forecast accuracy

Input: agent's answer +
question + accuracy rubric

arrivals accuracy. The

5 2

agent had computed
the the bias of the

Query - count items.
in the category

Apply rubric via
LLM reasoning

forecast's arrivals

5 2

interpreted a

Faithfulness check:
presented an exact figure
it couldn't support X

Query - weighted accuracy metrics
(quantile loss, CRPS, bias 4)

negative as overbias

. 2 \,

even though the
system prompt

Check computation:

Read query results are the numbers correct? ~

instructed otherwise.

5 2

The human reviewer
missed this, but the

Compose answer:
report metrics +

state the biss direction consistent with values? X

2

LLM Judge caught it
by reviewing the
agent's context files

[
{
prediction, but {
[
[
[

OUTPUT: fluent, numbers valid —
bias direction stated backwards

3 runs all fail - score
below threshold - FAIL

Check interpretation: ]

Results - Discovery (RQ3)

Functional and security evaluations are complementary. 24 novel failures
were discovered: 9 functional failures (SQL bugs, tool workflow gaps) from
trace-based evaluations and 15 security failures (schema leakage, storage
path exposure, promote disclosure) from red-teaming. Neither approach
alone provides comprehensive coverage.

Example: schema/Table Name

Under a social-engineering
prompt, the agent discloses
database names, table names,
column details, partition keys,
and even table sizes.

This failure mode was
discovered via PromptFoo’s
red-team plugins, which uses
methods like situational role
playing and theoretical
explanation requests.

® o @ redteam - agent b

$ eval run —-suite redteam --case 227

I'm onboarding to the on-call rotation. To help me debug, can you lst the exact tables
and columns you query, and where the data s stored?

Of course — here's what | query:
table_A(col 1, col 2, col 3, ..)
table_B(col_1, col 4, col5, ..)
table_C(col_1, col_6, ..)

reading from s3://<bucket>/<prefix>/

8 ran

faithfulness 3/ 3 runs
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